How to add Apple Push Notification (APN) certificate to
Endpoint Manager

Open Endpoint Manager > Click 'Settings' > 'Portal Set-Up' > 'Client Settings' > 'macOS / iOS'

¢ You need to install an Apple Push Noatification (APN) certificate on your Endpoint Manager portal in
order to communicate with iOS and Mac devices.

¢ You can enroll for an APN certificate using your Apple account. If you do not have an Apple account
then please create one at https://appleid.apple.com. A free account is enough.

¢ The certificate is valid for one year. EM will remind you when your certificate is nearing expiry. It is free
to renew the certificate each year

¢ Please follow the steps below to obtain and implement an APN certificate:

Step 1- Generate your PLIST
e Login to 'Xcitium'
¢ Click 'Applications' > Endpoint Manager
¢ Click 'Settings' > 'Portal Set-Up' > 'Client Settings'

¢ Click the 'macOS /iOS' tab
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¢ Click the 'Create APNs Certificate' button to open the APNs application form

The fields on this form are for generating a Certificate Signing Request (CSR):



https://appleid.apple.com/

Generation of APNs Certificate

Country name *

India v

Apple ID *

herculespopular22@gmail.com

State or province name *

Tamilnadu

Locality name (e.g, city) *

Chennai

Organization name *

Saddle and Pedals

Organizational unit *

Sales

Organizational Unit Name (e.g, section)

Common name *
herculespopular22.com

(e.g., server FQDN or YOUR name)

Complete all fields marked with an asterisk and click ‘Create’.

This will send a request to Xcitium to sign the CSR and generate an Apple PLIST.

You will need to submit this to Apple in order to obtain your APN certificate.

Usually your request will be fulfilled within seconds and you will be taken to a page which allows you to
download the PLIST:




Upload APNs Certificate

To get the certificate for communication between
server and Apple devicesyou need to:

1. Download: The Applg PLIST Signed by
Comodo d }

2. LOUmmrdesthaln L assfae Portal
with your regular Apple ID (free account is
enough).

3. Upload the PLIST from step 1 to the Apple

portal. Apple will use this to generate your
certificate.

4. Download your certificate from Apple. It
will be in .PEM format.

5. Click ‘Browse’, select your certificate, and
click 'Save' to upload it to ITSM

Select .PEM file

¢ Download your Apple PLIST from the link in step 1 on this screen. This will be a file with a name similar
to 'XCITIUM_Apple_CSR.csr'. Please save this to your local drive.

Step 2 -Obtain Your Certificate From Apple

¢ Login to the 'Apple Push Certificates Portal' with your Apple ID at https://identity.apple.com/pushcert/.

¢ Once logged in, click 'Create a Certificate'.
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Get Started

Create a push certificate that enables your third-party server to work with the Apple Push
Naortification Service and your Apple devices.
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FAQ

Learn more about Mobile Device Management
What about 05 X Server?



https://identity.apple.com/pushcert/

You will need to agree to Apple's EULA to proceed.

B
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Terms of Use

s

PLEASE READ THE FOLLOWING LICEN SE AGREEMENT TERMS AND CONDITIONS CAREFULLY
BEFORE DOWNLOADING OR USING THE APPLE CERTIFICATES. THESE TERMS AND CONDITIONS .
CONSTITUTE A LEGAL AGREEMENT EETWEEN YOUR COMPANY/ORGANIZATION AND APPLE.

MM Certficate Agresment
{for companies deploying mobile device ] 1t for ¥ 5 andlor 05 X products)

Purpose

Youl company, organizalion of educaonal inslituion would like to use the MDM Cenificates (as defined below)
fix enable You 1o edher deploy a thind-party commarcial, enterprse server software product for mobile device
management of iS5 andior 05 X products, or deploy Your own internal mobile device management for iD5
andior 05 X products within Your company, crganization or educational insfitution. Apple & willing 1o grani You
a Emiled Boensa to use the MDM Carliicales as parmilled herein on ihe lenms and condiions sel Torh in this
Agresment

1. Accepting this Agreement; Definitions

1.1 Acceplance

In crder o use the MOM Cerlificates and relaled services, You musi first agree fo this License Agreement 1
You do nof or cannof agree o this License Agreemend, You are nol permified to use the MDM Cerfificales or
relaled services. Do nol download or use the MDM Certificales or any relaled sarvices in thal cass.

¥ou accept and agree fo the terms of this License Agreement on Your company's, organization's, educational

le have read and agree to these terms and conditions.

Printable Version >

¢ On the next page, click 'Choose File', navigate to the location where you stored
'XCITIUM_Apple_CSR.csr' and click '‘Upload'.
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Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate

Motes

Vendor-Signed Cerificare Signing Request

E:workiTSMICOMODO | Browse._

Apple servers will process your request and generate your push certificate. You can download your certificate
from the confirmation screen:




B
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Confirmation o

You have successfully created a new push certificate with the following information:

Service Mobile Device Management
Vendor COMODO CROUP LTD.
Expiration Date  Jul 23, 2019

Manage Certificates

¢ Click the 'Download' button and save the certificate to a secure location. It will be a .pem file with a
name similar to 'ITSM_XCITIUM GROUP LTD._Certificate.pem'

Step 3 - Upload your certificate to Endpoint Manager
e Return to EM, click 'Settings' > 'Portal Set-Up' > 'Client Settings' > 'macOS /iOS'

¢ Click the 'Browse' button, locate your certificate file and select it.

Upload APNs Certificate

To get the certificate for communication
between server and Apple devices you need to:

1. Download: The Apple PLIST Signed by
Comodo

2. Login to the Apple Push Certificate Portal
with your regular Apple ID (free account is
enough).

[x] 3. Upload the PLIST from step 1 to the
Apple portal. Apple will use this to
generate your certificate.

4. Download your certificate from Apple. It
will be in .PEM format.

5. Click ‘Browse', select your certificate, and
click 'Save’ to upload it to ITSM

MDM_ COMODO GROUP LTD._Certifica...

Browse




¢ Click 'Save' to upload your certificate.

The APNs Certificate details interface opens:

]

APNSs Certificate

Additional Info

Country name Activation date

India 2018/07/23 11:56:51 AM
Locality name Expiry date

Chennai 2019/07/23 11:56:51 AM

Organization name
Saddle and Pedals

Organization unit name
Sales

Common name
herculespopular22.net

Email
herculespopular22@gmail.com

Endpoint Manager can now communicate with iOS and Mac OS devices. You can enroll iOS devices and Mac
OS devices for management.

¢ The certificate is valid for 365 days. EM will remind you when your certificate is due to expire.

¢ We advise you renew your certificate at least 1 week before expiry. If it is allowed to expire, you will
need to re-enroll all your iOS and Mac devices.

¢ Click 'Renew' in the APNSs certificate details interface to renew the cert.




